
A guide to gathering tailored threat intel 
from spear phishing attacks

Don’t Toss
the Phish!



Over 90% of cyber attacks begin with spear phishing. They are highly targeted, often 

sophisticated campaigns that can be difficult to recognize and even more difficult to 

protect against. No matter what security is in place, there is always the possibility 

that someone, somewhere will click on a link that will result in your corporate network 

being compromised.

Spear phishers seek access to your network. However, the attackers that have 

targeted your organization with laser focus are a fantastic source of information.

What if you looked at spear phishing attacks as an opportunity to learn how to 

strengthen your security posture? What if you turned the tables on the spear 

phishers, stringing them along to gain information on how to protect your network, 

with them none the wiser? 

Cyber deception helps clients to 
collect intel from the spear 
phishing attack and actively 

defend their organizations from 
the current and future attacks.



Spear phishing is a targeted type of attack that, unlike general phishing attacks, does 

not rely on a massively distributed email spam campaign. Instead, the victims are 

carefully selected. The first step in the process is to craft emails that appear 

believable, realistic and that will appeal to the recipient. The attackers spend time 

conducting open source research on their intended victims, everywhere from social 

media accounts to professional networking sites. This type of research allows the 

attacker to build a detailed profile of the recipient and create emails that appear to 

originate from a co-worker or a direct senior manager.

 According to Cofense, a striking 91% of cyber-attacks begin with a spear phishing 

attack. In 2019 the Verizon data breach investigation report listed phishing as the 

leading cause of data breaches in that year. And the current normalization of remote 

working has created a landscape where this type of attack is only growing more 

prevalent:

Part I : The Attack

people now have to work in isolation from fellow team members

It is natural to relax a little more when working in an informal atmosphere 

—the risk of clicking on an email that appears to be from a legitimate source 

will increase exponentially. 

Between March 1 and March 23, Barracuda Sentinel detected 467,825 spear 

phishing email attacks, and 9,116 of those detections were related to COVID-19.

The data shows that no matter what security may be in place, there is always the 

possibility that someone, somewhere in your organization will click on a link that will 

result in your corporate network being compromised. 

Taking a dynamic approach to this threat will allow you to confront this new security 

landscape better prepared and face the attacker on your terms.



Spear phishers are seeking access to your network.

However, a spear phisher that is targeting a single person in your organization is a 

wealth of information. By observing a spear phishing attack, it is possible to learn:

Part II : The Response

Exactly what information attackers are after

The weak points in your network perimeter

The methods attackers are using

Steps to take in order to shore up network protection

An effective method to observe these attackers is to deploy cyber deception. By 

triggering the phishing attack in a deception environment, you can manipulate and 

observe any attackers that are targeting your organization. The approach is clever, 

lightweight, and can be done in a way that has  virtually no resource requirements. 

Best of all, it allows you to gather threat intel that is timely and specific to your 

organization.



How It Works

Using cyber deception to protect your network and gather specific threat intelligence 

is described in this graphic and can function like this:

Spear phishing emails, once detected, are detonated within the deception environment.

The spear phisher continues their vector of attack, oblivious to the fact they are 

operating in a deception environment. 

Understand the strategic 

objectives of your attackers. 
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This produces a wealth of information about the attacker. This information is unique 

because:

it could never be sourced from anywhere else

the intelligence about the spear phish campaign is delivered in real time

the intelligence is composed of both Indicators of Compromise (IOC) and 

Indicators of Attack (IOA) .

Intel delivered has both context and relevance

 
What does this all mean? The threat intel you gather is actionable immediately. It 

allows you to get the right information to the right people at the right time, to enable 

them to make the right decision. The right decision ensures key revenue generating 

operations are kept stable and online without disrupting either internal stakeholders 

or external customers.

Gain insight on the IOCs and MITRE ATT&CK TTPs actively being used by Spear Phishers.

Classify who is attacking you: understand if the attack is from known threat actors.

Catalogue the abilities of threat actors.

Identify the most active TTPs used by Spear Phishers against your organization.

TAILORED

THREAT INTEL
YOU CAN GET FROM A

 SPEAR PHISHER



Delivering real-time enterprise intelligence that gives you granular information about 

how and why attackers are spearphishing your organisation or you VIPs is critical in 

the current business environment. With resources stretched, you cannot worry about 

what ‘might’ impact you. You need to know what will impact you, and how it will 

disrupt your business operations. With this information, the CISO can ensure that 

their scarce security resources are aligned perfectly to mitigate the threats that are 

targeting their organisation. Reduce the risk of business disruption through deception 

and empower your security organisation to meet the challenges of the new economic 

environment.

This data can then  be sent to external security tools such as MISP, a SIEM 

or SOAR platforms.

Business Resilience

Technical Deliverables
The deliverables are actionable threat intelligence data with enrichments:

MITRE ATT&CK TTPS

IP addresser

Credentials used by threat actors



The deception director deploys the assets associated with the Spear 

Phishing Campaign. These include: web based email service accounts and 

web based supporting infrastructure, for example servers. This is your 

deceptive buffer zone to fool the spear phishers.

Your SOC takes known spear phishing emails that are attempting account 

compromise, and then adds the credentials for the web based email service 

accounts, deployed above, to the spear phisher’s infrastructure.

A specialized deception platform will detect when the threat actors are 

interacting with the deception buffer zone and you will be alerted 

immediately.

The platform continues to collect intel in real-time on how the threat actors 

use the compromised account, and where they pivot to from the account.

A Sample Deception 
Campaign for Spear Phishing
The goal of a spear phishing deception campaign is to deflect the spear phishing 

attack into a buffer zone to collect actionable and real-time threat intelligence about 

the attacker.

Here is what a strategically designed campaign for spear phishing might look like:
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Red team diverted to deception 
ad servers for over two days.

Case Study
Insurance Firm 
Deploys Countercraft 

A private insurance company typically targeted by many attackers.

Organization

An insurance company is the target of recurring spear phishing attacks. They 

installed the CounterCraft Cloud spear phishing threat intelligence service to help 

detect and defend against these attacks. Before long, a spear phishing email was 

sent to a targeted role in the company. It gets reported by the receiver, and the 

Incident Response Team triggers it in the deception environment. The company’s 

goal was to mitigate the risk of a spear phishing attack being successful, ensuring 

they had the security controls in place to stop the attackers.

Situation

CounterCraft Cloud is a collection of deception campaigns that are ready to use and 

require minimal involvement or installation from the client. Once deployed, the spear 

phishing email is triggered in the deception environment, where the Incident Response 

Team or SOC can gather TTPs in real time The spear phishing attack is allowed to play 

out in the safe deception environment. The team was able to see which techniques the 

attacker would have used against them and make informed modifications to their 

security policy and reconfigure weak points in their security systems. 

Solution

The insurance company deployed CounterCraft Cloud to create a deception 

environment with convincing capabilities to trap and observe the regular influx of 

spear phishers.  The intel provided by the Cloud campaign provides enriched threat 

intel data and actionable threat intel, allowing companies to reassess security 

control sets and simplify communication with management thanks to real time data.

Countercraft Product



For more information on deception-powered threat intel that can detect and protect 

from spear phishing and other threats, contact us at craft@countercraft.com


