How Deception Technology
Helps CISOs Meet the
Challenges of Cyber Security
Introduction
In this paper, Nahim Fazal, Cyber Threat Intelligence expert,
declares that not all deception technology is equal. Here, Nahim
demonstrates how CISOs and their security teams can use
deception to significantly increase their capacity to identify and
deflect attackers.
Current technology sets are simply not living up to the challenge
of preventing breaches, and Nahim discusses the reasons why
organizations should be compelled to consider alternative technology,
from large scale cyber attacks, uncontainable financial losses, to serious reputational damage.
A powerful mix of regulatory guidelines and extremely high probability that your network will be breached means now is the time for CISOs to actively
research deception technology. Nahim explains the characteristics CISOs should be looking for during the selection process that will reduce the workload
for their SOC team, including event management and alerting, automated complex defense responses and a complex range of deception hosts. A deception
platform will provide the CISO with data that quantifies and qualifies your risk exposure, as well as detailed intelligence that inform where limited security
resources should be focused, and enable the CISO to demonstrate to the Board what is being done to improve the organization’s overall security posture.

Executive summary
Current trends to distribute network parameters around the globe combined with multiple alert-based security tools add unnecessary
complexity for SOC teams and lead to sophisticated attacks going undetected.
The 2017 Verizon Data Breach Investigations Report identified a 75:25 split between external and internal threat actors; insiders
represent a significant threat that traditional security tools will not detect because privileged access to critical data and systems is not
necessarily abnormal.
The majority of today’s threat intelligence solutions deliver low quality, generic intelligence that is not actionable.
Leadership has increasingly high expectations for the CISO to present a cohesive strategy that manages the risk of regulatory fines and
costs associated with data breaches.
CISOs should be researching deception platforms with a view to empowering their SOC team to operate more efficiently; automated feature
and asset-rich deception environments deliver targeted and sophisticated intelligence with the power to save time, money and resource.
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Challenges
So, the first key problem that CISOs face is how to effectively defend
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To summarise, the key pain points for CISOs are:

The inability to detect corporate network breaches in a timely manner
Effectively detecting the insider threat
The inability to detect advanced attack techniques that leverage APT and zero-day threats
Too many false positives associated with current technology
Regulatory demands for effective breach detection and investigation
Targeted, client-specific threat intelligence
Equipping the SOC team with the tools they need to be more efficient
Missed alerts
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In order to effectively identify threat attackers within your

deception technology should include automated functionality.

network and keep them engaged in the deception environment,

Automation allows the deception environment to be manipulated

the deception platform must be capable of deploying a diverse

in response to the attacker’s actions. This targeted intelligence

and rich range of deception hosts. Fully functional operating

informs incident response processes with the level of

systems covering both Windows and Linux should be a baseline

sophistication needed to save time, money and resource.

requirement to support this. In addition, routers, Wi-Fi access
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deception environment, the more likely you are to root out not only
external threats, but those that lay inside your network too. But it
should not stop there. One of the final key points identified earlier
was the lack of client-specific intelligence. You need to know who
is attacking, how are they attacking, and what data sets are they
after - if that is in fact what they want. This means any deception
technology should be able to deploy external deception campaigns
in order to collect detailed information on what comprises the
threat actors targeting your organisation. You cannot create a
cohesive security strategy unless you can answer some basic
questions; am I being targeted by low level threat actors relying on
third party tools and automation, or am I in fact being attacked by
APTs using bespoke toolkits and crafted malware?

Conclusions
Now is the time for CISOs to actively research deception technology. The rationale behind this a powerful mix of regulatory guidelines
and the increasing probability of attackers breaching your network. There are significant business benefits to be leveraged through the
use of such technology, including, but not limited to;

Faster detection of threats at a lower cost
Enhanced detection of advanced threats
Collecting specific threat intelligence on if and how you are being targeted
Developing a cohesive security strategy based on objective data sets
Reducing false positives and not missing alerts
Reducing the overall the cost of detection
Potential to reduce your overall security spend
Delivering rigorous management information on how effectively the cyber risks are addressed

Ultimately for a CISO, a deception platform will vastly reduce the probability of your organisation suffering a data breach, regardless of
the source. It will provide you with informed data analytics that quantify and qualify your risk exposure to threat actors, and provide you
with detailed intelligence on which attack surfaces and tools might be used to target your organisation. These data sets will not only
inform where you should be focusing your limited security resources, but also demonstrate to the board how effectively managing cyber
risk, and what you’re doing to improve your organisation’s overall security posture.
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